Agile, CI, & Static
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A case study in a unified approach to security
and quality in the SDLC
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Development & Security Goals Are Not

Aligned

Development Goals

Deliver Innovative New
Products to Market

Meet Product Requirements
and Delivery Schedule

Ensure free of Quality
Defects

—
—
—

Security Goals

Ensure Vulnerabilities
are Not Released

Meet Compliance and
Audit Requirements

Ensure free of
Security Vulnerabilities

{) coverity’



Why It’s So Hard to Prevent Security
Vulnerabilities?

Security Testing Happens Too Late In The Process

Code Code Code Development
Change #1 Change #2 Change #3 Complete
| Project Development Cycle

I I

Quality Quality

Security
Analysis

Quality
Analysis

Analysis Analysis
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Solution — Unified Approach With Static
Analysis

Code Code Code Development
Change #1 Change #2 Change #3 Complete

Project Development Cycle

| [ I

Quality + Quality + Quality + Quality +

Security
Analysis

Security
Analysis

Security Security
Analysis Analysis
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Quality vs Security Defects

* Is there any quality defect that is not a potential security defect?
* Remember the Rugged Software Manifesto:

* “Irecognize that my code will be used in ways I cannot
anticipate, in ways it was not designed, and for longer than it
was ever intended.”

* In other words, “Every assumption I made about the user or the
environment could be false.”

* Use a complete definition of security!
* In practice, Security = Confidentiality
* Integrity and Availability can’t be ignored

* Fix both quality (i.e., functional) and security defects at the
earliest possible point in the product lifecycle.
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The A(a)gile Case — New Requirements

Requirement: Requirement:
Testing in Continuous
every Sprlnt D.AIL‘I’ SCcRUM Integration

MEETING

L 1

24 HouRrs
POTENTIALLY
SPRINT SHIPFABLE
EAEKLDE s, PrRODUCT
E INCREMENT
1

PRODUCT
BackLOG

rRIGHT & 2005; MOuNTalN EOAT SOFTWARE
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Solution — Fast + Accurate Analysis &
Integration With A(a)gile

1. Analysis for quality & security on the developers desktop
Clean before check-in

Clean before peer review

2. Analysis for quality & security defects with every build
iteration

3. Analysis results in Continuous Integration workflow
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Unified Quality & Security Analysis On The
Developers Desktop
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© Object 7 ~
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Owner: Unassigned

- | all defects as and fix ,
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@ "hashCode() : int A\ Locked "simple.Example$Deadlock.B". -
& notify() : void - — - %
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@ F\;\rait:(loﬂg, int) : void

dD Checker Status Qwner Classification Severity Action Compon... Function Resource Path

101639  REVERSE_INULL Triaged Unassigned Bug Moderate  Fix Requir... Default.O.. simple.Example.reverseMl.. Examplejava ...nalyzer Demos\src\simple
10168  LOCK_INVERSION New Unassigned Unclassified Unspecified Undecided Default.O... simple.ExampleSDeadloc... Example.java ...nalyzer Demos\src\simple
10167  GUARDED_BY_VIOLATION New Unassigned Unclassified Unspecified Undecided Default.O.. philosophers.Chopstick.g... Chopstickjava .r Demosisrc\philosophers
10166  FORWARD_MULL MNew Unassigned Unclassified Unspecified Undecided Default.O.. simple.Example.forwardM... Examplejava ..nalyzer Demos\srcisimple
10165  FB.SWL_SLEEP WITH_LOCK HELD MNew Unassigned Unclassified Unspecified Undecided Default.O.. philosophers.Philosopher.. Philesopherjava .r Demos\src\philosophers
10164  FB.SIC_INMER_SHOULD_BE_STATIC MNew Unassigned Unclassified Unspecified Undecided Default.O... OpenResources.java .yzer Demos\srchresources
10163  FB.SE_BAD_FIELD_STORE New Unassigned  Unclassified Unspecified Undecided Default.O... Garden.java ...alyzer Demosisrchgarden
10162  FB.FI_PUBLIC_SHOULD_BE_PROTEC.. MNew Unassigned Unclassified Unspecified Undecided Default.O... resources.OpenResources... OpenResources java ...yzer Demosisrciresources
10161 FB.FI_PUBLIC_SHOULD_BE_PROTEC.. MNew Unassigned Unclassified Unspecified Undecided Default.O... resources.OpenResources.. OpenResources.java ...yzer Demoshsrchresources
10160  FB.FLEMPTY New Unassigned Unclassified Unspecified Undecided Default.O.. resources.OpenResources.. OpenResourcesjava .yzer Demosisrchresources
10159  FB.DM_MEXTINT_VIA NEXTDOUBLE  Mew Unassigned Unclassified Unspecified Undecided Default.O.. philosophers.Philosopher.. Philesopherjava .r Demos\src\philosophers
10158  FB.DM_EXIT MNew Unassigned Unclassified Unspecified Undecided Default.O.. visibilityVisibilityS2.run()  Visibilityjava ..alyzer Demostsrcwisibility
10157  FB.DE_MIGHT_IGNORE MNew Unassigned Unclassified Unspecified Undecided Default.O.. resources.OpenResources.. OpenResourcesjava .yzer Demos\srchresources
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Unified Quality & Security Analysis

Coverity® //////, l‘
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Projects > Framework > New View™

Admin User

Sign out |

Dashboard |P

Enter CID

Configuration

Administration

7 ~ Defects || Source || Metrics || Reports || Dashboard |
Wh. h # Edit Selected J Configure Columns A CSV A XML
Filter results by: «| 170 defects match (clear lc 12340f43 P
¥ Defect Type: Filters Applied: Checker defects are |l
All CID Checker Eirst | ile Function Owne
[ 11975 USE_AFT mOSt Crltlcal? tmp/ait-1.6.0/builtin-apply.c apply_one_fragment() nas
I UNINIT tmp/ait-1.6.0/grep.c match_one_pattern()
Memory - corruptions | 11970 WhiCh tmp/ait-1.6.0/builtin-apply.c check_patch()
Memory - illegal accesses = 11913 STRING_§ tmp/ait-1.6.0/builtin-init-db.c copy_templates()
- | 11912 STRING_ defects tmp/git-1.6.0/merge-index.c merge_entry()
SIZECHECK [ 11911 STRING_| . tmp/git-1.6.0/http-push.c main() nas
Readlink used insecurely [ 11910 STRING_ Should I le tmp/git-1.6.0/path.c enter_repo() nas
READLINK [ 11000  STRING. " tmp/qit-1.6.0/builtin-send-pack.c print_ck_ref_status() nas
Use after free [l 11908 STRING_ flrst? -mp/git-1.6.0/builtin-rev-list.c cmd_rev_list() nas
USE_AFTER_FREE = 11907 STRING_| tmp/git-1.6.0/builtin-merge.c cmd_merge() nasd i
g PRI e [ 11906 STRING_OW[tmp,fgit—l.ﬁ.o,’walker.c report_missing() nas
» ¥ Uninitialized variables } -
» O] API usage errors 11905 STRING_OVERFLOW  New 02/07/10 Jtmp/ait-1.6.0/builtin-fetch.c update_local_ref() Nas
» [ Control flow issues sl il el el i 1 02/07/10 Jftmp/git-1.6.0/builtin-init-db.c copy_templates() nas
» O Error handiing issues 0 h 02/07/10 Jtmp/ait-1.6.0/refs.c lock_ref_shai() Nas
» [ Incorrect expression 0 S OW me 02/07/10 Jtmp/agit-1.6.0/remote.c stat_tracking_info() nas
» [] Insecure data handling O e 02/07/10 Jtmp/qit-1.6.0/path.c make_relative_path() nas
» [ Integer handling issues 0 SpeCIflc 02/07/10 Jtmp/ait-1.6.0/builtin-blame.c emit_porcelain() nas
» [] Null pointer dereferences 0 k' d f 02/07/10 Jtmp/git-1.6.0/builtin-blame.c emit_other() Nas
» [] Code maintainability issues ln S O 02/07/10 Jtmp/git-1.6.0/builtin-blame.c format_time() nas
» [ performance inefficiencies defects 02/07/10 ftmp/git-1.6.0/entry.c remove_subtrea() nas
" ] 02/07/10 Jtmp/ait-1.6.0/diffcore-order.c match_order() nas
v ' W - 02/07/10 Jtmp/agit-1.6.0/diff.c prepare_temp_file() nas
E g:istanding , ||:| 11894 STRING_CVERFLOW  New 02;’0?,’;0 Jtmp/ait-1.6.0/diff.c prepl_temp_blob() “=P =
e I o -~
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Continuous Integration With Jenkins

m
EMABLE ALUTO REFERESH

lenkins = DosBox » #10

At Back to Project
CJ* Status
....;’ Changes

H Console Qutput

....;’ Edit Build Information

Q Tag this build
0 Coverity Defects
-ﬁ Previous Build

# Mext Build

Q Build #10 (Aug 4, 2011 12:57:03 PM)

Success

| 00,

Rewvision: 5
| =

Mo changes,
|=| g

@ Started by user anonyrnous

Delete this build

Started 1 hr 36 min ago

@add description 190k 14 min

[ )

A Continuous

Integration
build is

0 147 matching Coverity defect{s) found. I

successful only
when it is free
of quality &
security defects
—

Fage generated: Aug <, 2011 2:33:46 PM Jenkins ver, 1.424
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Continuous Integration Example

Jenkins Integration — agile execution

- . = - =
{# callback.cpp (C:\Coverity\C_Pac...sbox-V52010\dasbox\src\cpu) - GVIM l 2321221 LE_ - e |
| File Edit Tools Syntax  Buffers Window Help

AQEDE v |ioEa BV E3IATHO ? 2

ttinclude "dosbox.h" -
ttinclude "callback.h" R
#include "mem.h" L
#tinclude "cpu.h"

/* CallBack are located at 8xF188:8 (see CB_SEG in callback.h)
il Aind they are 16 bytes each and you can define them to behave in certain ways
like a

far return or and IRET

// adding new bug
void Foo{int = %){
if (')

*#x = L;

CallBack Handler CallBack Handlers[CB_HAX];
“char* CallBack Description[CB_HMAX];

static Bitu call stop,call idle,call default,call default?2;
(Bitu call priv io;




Continuous Integration Example

Jenkins Integration — agile execution

# S
i C\Coverity\C_Packages\dosbox-V52010\dosboxsrchcpu - Commit - TortoiseSYN

|

Comrmik Eo:

Message:

file:///C:/9¥N/DosBox-¥52010,/src/cpu/callback.cpp

[ Recent messages ]

I made a quick chsng'e.l

Changes made (double-click on File For diff);

Check:  All Mone Mon-versioned Wersioned Added Deleted Modified Files Directories

Fath

Extension  Skakus Property status  Lock

'f;flcallback. P o ] modified

Shows unvversioned files
Show externals From different repositories

1 files selected, 1 files tokal

Keep locks

=

B —
kKeep changelists oK ] [ Cancel

J

Help

B e = e il
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Continuous Integration Example

Jenkins Integration — agile execution

L, search

lenkins » DosBox = #£12 EMA&BLE AUTC REFRESH

A packto Projec () Build #12 (Aug 4, 2011 2:22:27 PM)

Started 19 min ago

O‘i Status

s Failed .
= Changes @’add description Took 1 min 22 sec
H Console Qutput [N Revision: 3 { N\

- . Changes
Dt = A Continuous
Integration
@ coverivy pefects build is
* > - 0 1 matching Coverity defect(s) found. SucceSSful Only
when it is free
of quality &
security defects
—

E Tag this build

@ Started by an SCM change

Fage generated: Augd, 2011 Z:41:47 PM Jenkins wer, 1.424
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Summary

* Unified Approach to quality and security is possible with
static analysis

* A(a)gile introduces some more requirements
* Address By:

* Accurate analysis for quality & security on developers desktop
* Analysis with every build

* Analysis integration with agile tools and workflow
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Questions?



